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Weapons, money, and other items collected during a gang roundup were displayed after
48 members and associates of Boston's largest and most powerful gang, the Columbia
Point Dawgs, were indicted on drug and gun charges in June 2015.

FBI wants Apple to unlock iPhone
in Boston gang case

By Dan Adams and Milton J. Valencia  GLOBE STAFF   MARCH 15,  2016

Apple Inc. is objecting to a request from federal prosecutors in Boston that it
help unlock the iPhone of an alleged member of one of the city’s most
notorious gangs, according to court records — a case that echoes the
government’s high-profile fight with Apple in the San Bernardino terrorism
case.
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US Magistrate Judge Marianne B. Bowler approved a search warrant in
February allowing investigators to search an iPhone and a second cellphone
seized from Desmond Crawford, who the FBI says is a member of the
Columbia Point Dawgs and the likely triggerman in the shooting of a rival
gang leader.

In an affidavit dated Feb. 1, FBI agent Matthew Knight wrote that he needed
Apple’s help to get into a passcode-locked iPhone 6 Plus that he suspected
contains contact information for other gang members, associates, and drug
customers. Knight also said messages on the phone probably detailed
Crawford’s gun- and drug-trafficking activities, plus plans for the drive-by
shooting.

Based on wiretapped phone conversations, “I . . . know that Crawford used his
[iPhone] to discuss details related to the shooting of a rival gang member,”
Knight wrote in his affidavit.

Apple declined to comment. But in a case involving a drug dealer in Brooklyn,
Apple filed documents indicating that it has objected to a request to help
unlock an iPhone in a case in US District Court in Massachusetts.

The San Bernardino, Calif., case triggered a raging national debate over
privacy, security, and encryption. And the Boston case underlines a key fear of
both Apple and privacy advocates: that if Apple cooperates in the San
Bernardino investigation, it will be forced to do the same in thousands of
more routine cases in which national security is not at stake, effectively
creating for authorities a permanent “back door” into every iPhone in the
United States.

“The government is asking Apple to hack our own users and undermine
decades of security advancements that protect our customers — including tens
of millions of American citizens — from sophisticated hackers and



cybercriminals,” Apple’s chief executive, Tim Cook, wrote in an open letter to

customers.

Crawford was arrested in November as part of a yearslong investigation by
federal and local authorities into the Dawgs, dubbed “the largest, most violent
and most feared organization in Boston” by US Attorney Carmen M. Ortiz.

Earlier in 2015, simultaneous raids resulted in gun and drug charges against
48 suspects tied to the group, which was founded in the Columbia Point
housing development before its demolition in the late 1980s and then spread
throughout the city and even to other states.

When Crawford was arrested, authorities said they also recovered a loaded
handgun hidden in the gearbox of his rental car.

In California, Apple is waging a high-stakes fight against the US Justice
Department’s request that it help unlock the iPhone of Syed Rizwan Farook,
who with his wife was killed by authorities after shooting 14 people at a San
Bernardino County facility.

Both Crawford’s and Farook’s iPhones ran on iOS 9, an operating system that
uses automatic encryption to hide the data on the phone from anyone who
doesn’t know its master PIN or passcode. A law enforcement official with
knowledge of the Crawford case who was not authorized to speak publicly
confirmed that Crawford’s phone is the one referenced in the New York court
records.

The affidavit filed by Knight seeks to compel Apple “to assist in the execution
of the search warrant by bypassing the lock screen” of the iPhone, as well as to
help extract and copy the data from his phone or provide his unlock code.



Harold H. Shaw, special agent in charge of the FBI’s Boston office, declined to
comment on the Massachusetts case. But in a statement, Shaw said that “it is
extremely important for law enforcement to have access to digital evidence
pursuant to a court order.”

In California, the FBI wants Apple to create software that would let the
government try thousands or millions of computer-generated passcode
combinations to unlock Farook’s iPhone. Without such software, an iPhone
may temporarily freeze up or even delete all of its data when too many
incorrect passcodes are entered.

The company maintains that the encryption technology embedded in the
latest versions of its iPhone operating system prevents Apple from hacking
into the phone.

In his letter to customers, Cook said the government is asking the company to
create a back door that would leaves it its customers vulnerable to hackers.

“Once created, the technique could be used over and over again, on any
number of devices,” Cook wrote. “In the physical world, it would be the
equivalent of a master key, capable of opening hundreds of millions of locks —
from restaurants and banks to stores and homes. No reasonable person would
find that acceptable.”

Bruce Schneier, a security technologist at Harvard University’s Berkman
Center for Internet and Society and a critic of the government’s request, said
the Apple case raises a keen national question: “Do we want security or
surveillance?”

“The danger is not whether the FBI submits one request or a thousand, it’s
forcing Apple to create the tool,” Schneier said. “Once the tool exists, they’ll
use it a million times, and we’ll all be vulnerable.”



Recommended for you

In the San Bernardino case, Apple is appealing a federal judge’s order that it
help crack the iPhone. Conversely, the judge in the Brooklyn case declined to
order Apple to cooperate, which the Justice Department is appealing.

In Boston, the most recent record in Crawford’s iPhone case is the search
warrant that was issued Feb. 1.

Crawford’s lawyer, Rudolph F. Miller, of Milton, said he had not heard that
Crawford’s phone was the subject of dispute between Apple and the
Department of Justice, but said he would inquire about the matter with
prosecutors. Crawford is currently in jail, awaiting trial on federal
racketeering charges.

Dan Adams can be reached at dadams@globe.com. Follow him on Twitter
@DanielAdams86. Milton J. Valencia can be reached at mvalencia@globe.com.
Follow him on Twitter @miltonvalencia.
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Half of city residents make less than $35,000 a year, study says

MORE...

When adjusted for inflation, salaries for those near the bottom of the
income scale have not risen for three decades.

Are New Englanders being overcharged for electricity?
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MORE...

Senator Ed Markey and Representative Joe Kennedy are pushing for
scrutiny of the region’s energy market. 

Mild winter forces Mad River Glen to throw in the towel this year

MORE...

So far this year, the legendary Vermont ski area has gotten a paltry 112
inches, compared to 275 inches last season, representatives said.

Startups look to make it humane to book your next vacation
MORE...A new generation rethinks how we get away from it all. 

Dairy Queen eyes massive Mass. expansion

MORE...

The chain said it will add 60 franchises to its 33 in the state over the next
five years.

Blueprint inks Roche deal with more than $1b in potential payments

MORE...

The Cambridge company is teaming up with the Swiss giant to develop as
many as five cancer drugs.

Food deal bodes well for future of Lawn on D

MORE...

The popular South Boston park’s operating losses have drawn scrutiny from
the cost-conscious Baker administration.

Five Nobel laureates backing antiaging dietary supplement

MORE...

A pill called Basis claims to enable the body to produce more of a natural
compound that supports a healthy metabolism.
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Politicians seek historic recognition for Boston Fish Pier

MORE...

The effort comes as the Seaport area undergoes massive changes, with high-
end offices, restaurants, apartments, and condos opening near the pier.

GE is huge, but its future headquarters will be anything but

MORE...

To some extent, this shift to smaller headquarters mirrors a much bigger,
parallel trend. 

Former Gawker editor backs off testimony in Hulk Hogan case

MORE...

Albert Daulerio said that he was not being sincere when he said in a
deposition that children over 4 years old were fair game for sex

tapes.

TALKING POINTS

What you might have missed Monday from the world of business

MORE...

Cabot Corp. head resigns after suffering a stroke, General Electric CEO’s
2015 pay, and more.

Staples launches initiatives to boost corporate business

MORE...

The Framingham company also revived and updated its well-known “Easy”
button as part of an effort to show it is about more than its retail stores.

Boston housing advocates push for eviction protections

MORE...

Tenants rights supporters back a rule that would require landlords to notify
the city of rent hikes that result in eviction.
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New England ski industry feeling under the weather

MORE...

Even for representatives of the eternally optimistic sector, there’s no sugar-
coating an unusually mild and snow-starved winter.

How one couple beat the cable company

MORE...

A telecommunications diet plan based on four principles led to nearly
$1,800 a year in savings.

Pasta? White bread? Soda? Not at Reebok’s Canton headquarters

MORE...

There’s a sugar rush at Reebok’s Canton headquarters — a rush to get rid of
the stuff. 

Clean energy industry goes mainstream amid investments

MORE...

Global investments in clean energy hit a record $329 billion last
year.

European firm pitches huge wind farm off Martha’s Vineyard

MORE...

The energy company is proposing what could be North America’s largest
offshore wind farm 15 miles south of the Vineyard.
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